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1. Synthesis

Security-Database has compiled alerts and security tools changes we have monitored during the
month of February 2007.

Global statistics for this month (February 2007)
Alerts monitored by SDAW CVE, OVAL, Microsoft, Debian, Mandrake, Redhat

Global Alerts S o 1 > 1C

mmm High Severity : 297 (50.9 %)
= Medium Severity cerrrrrrerrrinenenne s 900 (15.4 %)
== Low Severity ettt 182 (31,2 %)
== N/A s 14 (2.4 %)
Alerts Details

CVE Published : 530

Microsoft Alerts ;12

Debian Alerts ;5

Mandriva Alerts 14

Redhat Alerts 122

OVAL IDs 1 292 (44 accepted, 22 draft, 97 interim, 107 modified, 22 repository)
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2. Detail

2.1. CVE classification by Severity

CVE classified by Severity
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2.2. CVE classification by CVSS base Score
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2.3. Microsoft Alerts classification

Microsoft alerts by Severity
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2.4. Mandriva Alerts classification
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2.5. Debian Alerts classification

Debian alerts by Severity
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2.6. Redhat Alerts classification
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2.7. OVAL ID Database classification

OVAL ID Database
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3. Latest tools released [Tracked by Security Database Tools Tracker Process]

Tool Release Category
iWar Dialer 0.071 Telephony scanner
Owasp Live CD 0.8 Application Scanner
SandCat web Scanner 3.0.5 Application scanner

Vulnerability scanner

SSA security system analyzer 1.5 Final Policy compliance
Wireshark 0.99.5 Data sniffer
Spike PHP security audit 0.23 beta Code auditing
Owasp JBbroFuzz 0.4 Fuzzer

For multi purposes
Cain and Abel 4.5 (Information gathering, data sniffer, password cracker,
telephony scanner

Sara Scanner 7.1.3 Vulnerability scanner

Nikto 1.36 Application scanner, recon and scanning, vulnerability scanner

Languard Network Security Information gathering, recon and scanning, vulnerability

Scanner 8.0 Beta scanner

Ophcrack 2.3.4 Password cracking
Saint scanner 6.3.7 Vulnerability scanner
Snort 2.6.1.3 IDS, Data sniffer
Nessus gé'ieta Vulnerability scanner
Sussen 0.35 Vulnerability scanner
Penetration Testing Framework 0.24 Methodology




